90% OF ClYJ ER ATTACKS ARE

SUCCESSFUL DUE TO HUMAN
ERROR

CYBER AWARE

NEXT-GEN SECURITY AWARENESS TRAINING




Cyber Crime Is Now A
Business Opportunity
For Low Tech Criminals




CYBER SECURITY
LANDSCAPE

e Ransomware attacks occur every 14 seconds.

e Security breaches have increased by 67% year on year

» $280k is the average cost to an SME from a cyber incident



WHO ARE THESE
CRIMINALS?

e hackers have bosses too

e it's about Return On Investment
e lowest hanging fruit will be
targeted

limited technical ability required

BEAME NEW




BUSINESSES ARE THE
NEW TARGETS




BUT I'M A SMALL
BUSINESS, WHY ME?




THE PATH OF LEAST
RESISTANCE




o OF ALL SUCCESSFUL CYBER
/ ATTACKS ARE CAUSED BY
o HUMAN ERROR.

Source: IBM Cyber Security Intelligence Index

70% of employees don’t
understand cybersecurity

® Poor password hygiene

® Unable to identify phishing emails
® Poor web browsing behaviour

® Unsafe remote access

® |Information classification

® Email / SMS spoofing

® Ransomeware response




CORONAVIRUS PHISHING ON THE

RISE!

9 or TBETUTL BceM | v || ~ [MepecnaTh | Gonblue v
OT CDC-INFO <cdchan-00426@cdc-gov.orgqyy
Tema 2019-nCoV: Coronavirus outbreak in your city (Emergency) 04.02.2020, 22:26

Komy

Distributed via the CDC Health Alert Network
February 4, 2020
CDCHAN-00426

Dear HnNrnma

The Centers for Disease Control and Prevention (CDC) continues to closely
monitor an outbreak of a 2019 novel coronavirus (2019-nCoV) in Wuhan City,
Hubei Province, China that began in December 2019. CDC has established an
Incident Management System to coordinate a domestic and international
public health response.

Updated list of new cases around your city are available at (
https:HEww.cdc.aovjkoronavirusﬁo19-nCOWnewcases-cities.htm| )

You are immediately advised to go through the cases above to avoid potential
hazards.

Sincerely,

CDC-INFO National Contact Center
National Center for Health Marketing
Division of eHealth Marketing

Centers for Disease control and Prevention
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Re:SAFTY CORONA VIRUS AWARENESS WHO

@ World Health Organization a B =

World Health
Organization

Dear Sir,

Go through the aitached document on safety measures regarding the
spreading of corona virus.

Click on the button below to download

Symptoms commeon symptoms include fever,coughcshortness of breath and
breathing difficulties.

Regards,

Dr. Stella Chungong

Specialist wuhan-vinus-advisary m




Cyber Crime Is Now A
Business Opportunity
For Low Tech Criminals




HOW DO WE BUILD A



IT'S ALL ABOUT



The risks of re-using passwords? What Business Email Compromise is?

How to browse the internet safely? How GDPR impacts your business?
How to prevent ransomware from What information security is and
spreading? how to treat different data?

Identify a spear phishing campaign? How to use public WiFi securely?

What malware and ransomware are How to create a safe password?
and associated risks?

How to secure their personal What social engineering is and
devices? how it is a risk to your business?



1: IT'S ABOUT THE
PEOPLE

Fun content
Engaging topics

Relevant to the learner 7 )
Fosters inquiry 8 d\}

"An organisation does not make its people cyber aware;
its people make the organisation cyber aware"




2: IT'S NOT ABOUT
TICKING THE BOX

It's about engagement
Trend monitoring

Human risk scores

Meaningful reporis

"Automated regular reporting that provides clear,
actionable data for management and boards”



3: SUCCESS IS SEEN
AROUND THE WATER

COOLER

Cyber Aware!

Safe & open culture
Confident knowledge

Understand their role

"A cyber aware culture is where staff take their own
digital footprint seriously and what safe behaviour to model”
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COMPLETE END-TO-END
SECURITY AWARENESS SOLUTION



EFFECTIVE SECURITY
AWARENESS PROGRAM
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REPORTING

Granular Risk Reporting

Detailed drill-down reporting

Training gamification

Exportable raw data source
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GIVIT

GIVIT is a national not-for-profit connecting those who have with those who need, in a private and safe way. They

have over 500+ volunteers and work with 1200+ charities across Australia.

RISK
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Month Three:

Account Review

Monthly Awareness Training
Monthly Phishing Simulations
Rotating Awareness Posters

0O o0 O O

“The staff love watching

Month One:

o Baseline Phishing Campaign
o Awareness Posters
o Awareness email out

Month Two:

o Monthly Awareness Training
o Failed Phishing Training
o Lunchtime Awareness Program

the training and cyber
security is often
discussed around the
office. Success on all
accounts. Thanks.”

Marcus Engeman - General Manager



LIVE REPORTS
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Live Questions

Type questions in the Q&A box of Zoom

More information at

Jonathan@cyberaware.com



