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We

Welcome and opening address

Leonard Kleinman
Canberra Branch Chair at AISA
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Thank you to our sponsors
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We

The journey of cyber security in 
Australia: 

What’s happened; where’re we 
headed and what does the next 

generation of quantum computing 
and cryptography look like?

Julian Fay
Chief Technology Officer at Senetas
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AISA Security Conference

Canberra 2019

Julian Fay CISSP

CTO Senetas
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First FIPS Certified 

High-Assurance Layer 

2 Network Encryptor

First High-Speed 

ATM Encryptor 

First Global Deployment 

Of High-Assurance Layer 

2 Encryptors

World’s First Quantum-

Powered Encryptors

Launch Of 1Gbps, 

High-Assurance 

Ethernet Encryptor

World’s First SONET 

Encryptor

First Multi-Certified Layer 2 

Ethernet Encryptors

World's First ‘High-Assurance’ 

Encryption Based File Sharing 

And Collaboration Tool

First Certified Ultra-Fast 

100Gbps Ethernet Encryptor 

To Support All Topologies

Senetas - History
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Encryption=digital cement
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What is a quantum computer?

A proposed new type of computer 

that seeks to exploit the properties of 

quantum mechanics such as 

entanglement and superposition to 

exponentially speedup computing 

performance for some hard problems
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What Quantum Computing 
Isn’t – Scott Aaronson TED 

“The study of what we can’t 
do with computers we don’t 
have”

What is a quantum computer?
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• ‘Many-worlds’ theory

Gwyneth Paltrow interpretation of quantum computing
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How to build a Qubit

Credit John Prescott @ Cornell Quantum NISQ and Beyond 2019
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1. You must be able to build qubits and build them in a way that allows you 
“scale up” to thousands or millions of qubits for a full quantum computer.

2. You must be able to initialise these qubits in some known state.

3. These qubits must have long decoherence times.

4. You must be able to apply operations or gates to these qubits which are 
“universal”.

5. You must be able to measure (at least some of) the qubits.

How to build a Quantum Computer from Qubits
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Quantum computers are not science fiction

Google Bristlecone - 76 Qubits IBM Q – 20 Qubits
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Noisy Intermediate Scale Quantum (NISQ)

• NISQ technology will be available in the near future

• Noise in quantum gates will limit the size to 50-100’s qubits 

• May surpass abilities of classical digital computers (quantum 

supremacy)

• This is a significant step towards more powerful quantum 

computers

• But ……it will not change the world  
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How a Quantum Computer impacts cryptography

1

2

Grover

Shor
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Credit: Google AI blog

NISQ RSA 2048 
breaks
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How real is the threat?

Timeframe 
(to develop large scale QC) Impact Likelihood Risk

Short term
(1-5 years) HIGH LOW MEDIUM

Medium term
(5-10 years)

HIGH MEDIUM HIGH

Long term
(10-20 years)

HIGH HIGH EXTREME

NO low risk outcome
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“Hope is not a strategy”
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Quantum Safe Security

#1 Quantum Key Distribution 

(QKD)

• Fundamentally different 

approach

• Distributes keys based on 

principles of physics not 

mathematics
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• Establishment of QKD-based secure communication
• Access to robust and reliable crypto technology to secure 

traditional industries and vertical application sectors
• Preparation for pan-European QKD infrastructure
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Intelligence agency view
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Quantum Safe Security

#2 Quantum Resistant Algorithms (QRA)

• Quantum safe algorithms

• Lattice based cryptography

• Multivariate cryptography

• Hash based cryptography

• Code-based cryptography

• E.g. New Hope

What we require:

Secure against all known and 

future classical attacks

Secure against all known and 

future quantum attacks
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Post Quantum Cryptography Standardisation
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Industry Impact
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Harvest & Decrypt Threat: Mosca’s law

• X: “how many years we need to keep  our encrypted data”

• Y: “how many years it will take us to make our IT infrastructure 
quantum-safe”

• Z: “how many years before a large-scale quantum computer will be  
built”



Quantum Risk Assessment



Quantum Risk Assessment Model

• Phase 1- Identify and document information assets, and their current cryptographic 
protection.

• Phase 2- Research the state of emerging quantum computers and quantum-safe 
cryptography. Estimate the timelines for availability of these technologies. Influence the 
development and validation of quantum-safe cryptography.

• Phase 3- Identify threat actors, and estimate their time to access quantum technology “z”.

• Phase 4- Identify the lifetime of your assets “x”, and the time required to transform the 
organization’s technical infrastructure to a quantum-safe state “y”.

• Phase 5- Determine quantum risk by calculating whether business assets will become 
vulnerable before the organization can move to protect them. (x + y > z ?)

• Phase 6- Identify and prioritize the activities required to maintain awareness, and to migrate 
the organization’s technology to a quantum-safe state.

http://www.evolutionq.com/methodology-for-qra.html
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The importance of Crypto-Agility

The ability to quickly modify underlying crypto 
primitives of a system in the face of new and 
emerging attack vectors.“ ”
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Quantum Safe Multi-Key Certificate 
mechanisms

• Multiple Certificates
• “Hybrid” v3 extensions
• “Composite” 

concatenated keys and 
signatures

Credit: https://www.isara.com/cryptographic-certificates-quantum-safe/ 
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Our advice to customers

• Trust the maths – encryption is still strong

• Be sceptical of implementations more than algorithms

• Look for some assurance beyond the vendors word –
independent certifications or testing can help

• Change is coming so start thinking about this now
• Consider a Quantum Risk Assessment
• Ask your vendors if they are building crypto-agile solutions



Slide 36

Resources to get more information

• Quantum Information Science
• https://www.nist.gov/topics/quantum-information-science

• https://www.scottaaronson.com/blog/

• http://www.cornell.edu/video/john-preskill-quantum-computing-nisq-era-beyond

• Post Quantum Cryptography
• https://csrc.nist.gov/Projects/Post-Quantum-Cryptography

• Quantum Resistant Software libraries
• https://openquantumsafe.org/

• https://libpqcrypto.org/

• https://www.microsoft.com/en-us/research/project/post-quantum-cryptography/

https://www.scottaaronson.com/blog/
https://www.scottaaronson.com/blog/
http://www.cornell.edu/video/john-preskill-quantum-computing-nisq-era-beyond
https://csrc.nist.gov/Projects/Post-Quantum-Cryptography
https://openquantumsafe.org/
https://libpqcrypto.org/
https://www.microsoft.com/en-us/research/project/post-quantum-cryptography/
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Thank You

Questions?
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Please be back by 1:45pm
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Management lessons learnt: 
Security operations and incident 

response

Andrew Scully
Head of Cyber Security at Shelde



Management Lessons Learnt –

Security Operations and Incident Response

One bloke’s lessons learnt –

Failing, winning, but always learning.



What are we going to cover?

1 Scully has Cyber Performance Anxiety

2 Cyber security is a team sport - The Continuous Cyber Maturity Model

3 When stuff goes bang - Cyber response will make or break you.



ACRONYMS –

SOB - Scully Observations

SFLL - Scully Fail Lesson Learnt 

SOBFLL - Scully Observations Lessons Learnt



I HAVE PEFORMANCE ANXIETYCYBER



SOB

Cyber security is 
in its infancy



SOB – We need to be realistic 
about what we CAN and SHOULD 

achieve 



SOB

Cyber security 
operations is a team 

sport

SOBFLL

Articulating HOW 
the team works 

together is 
‘problematic’
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SOBFLL

Understand your 
organisations

“Critical Security 
Scenarios (CSS)””



CSS > Threat Models

EXAMPLE CSS – “A large 
scale public data breach 
resulting in catastrophic* 
impact to brand, 
reputation and revenue”



Threat Models > Controls (Prevent, Detect, Respond 

Recover)
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Capture/Analyse/Prioritise Maturity 

Requirements



Develop Master Scenario Event List (MSEL)



Develop Master Scenario Event List (MSEL)



Develop Master Scenario Event List (MSEL)



HACK ALL THE THINGS



Findings Management 



Remediation



What does maturity look like?
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Security vs Privacy: 
Challenges emanating from the 

changing legislative environment

Patrick Fair
Partner at Baker Mckenzie



Patrick Fair | 12 September 2019

Challenges from the changing 
legislative environment



Agenda

1 Introduction

2 Assistance and Access Act

3 Security of Critical Infrastructure

4 Foreign Influence & Espionage

5 Abhorrent Violent Material

6 Mandatory Data Breach

Notification

7 Questions and Discussion



1

Assistance and 
Access



Notices, Requests, warrants and assistance orders

◼ Part 15 of the Telco Act is generally applicable to IT services and service 

providers.

◼ Power to request or require listed acts or things without a warrant. 

◼ Widened computer access warrants 

◼ Assistance orders can be directed at an individual.



Key challenges

When to 
comply with 

a TAR?

Careful 
consultation 

with 
regulators

When to 
resist a 
TAN?

When to 
formally 
assess a 

TCN? 

Employment 
policy 

Assistance 
orders

What 
code/system 
can stay in 
Australia?
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Security of Critical 
Infrastructure



Reporting of ownership, control and changes

◼ Requirement apply to named ports, water and sewage, gas processing 

electricity  network, system or interconnection of particular size.

◼ Can be applied to other assets in nominated “ relevant industries”. 

◼ “operational information” and “ownership control information” must be 

updated within 30 days.

◼ Secretary has power to request information and Minister has power to 

direct the doing of any “act or thing” that may be prejudicial to security.



Key Challenges

If you are CI: 
reporting 
accurately

If you are 
CI: 

avoiding 
direction

If you are CI: 
ensuring 
report of 
changes

If a supplier:
national 
security 

compliance

If a supplier:
are you an 
acceptable 
supplier?

If you are an 
asset: avoid 
becoming 

Ci
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Espionage and 
Foreign interference



Espionage and Foreign Interference Crimes

◼ Foreign influence Transparency Scheme requires registration if representing 
a foreign principle in certain public discourse/ lobbying.

◼ Range of new offences for Commonwealth officers and offences of:

◼ “reckless as to national security” when dealing with information or an 
article that results in information or an article being made available to a 
foreign principal. 

◼ recklessly supporting a foreign intelligence agency.

◼ recklessly funding or being funded by a foreign intelligence agency.



Key Challenges

Knowing 
who you are 
dealing with

Knowing 
who they are 
dealing with

Identifying 
foreign 

principals/
security 
agencies

Assessing 
national 
security 
interests

International 
collaboration/

research

Cost of 
defensive 

compliance



4

Abhorrent Violent 
Material



3 New offences in the Criminal Code

◼ Being reckless regarding the availability of abhorrent violent material on 

a content service or a hosting service.

◼ Failure to report to the AFP when AVM indicates action taking place in 

Australia.  

◼ Maximum penalty $10m or 10% of global revenues whichever is >.

◼ Flow on impact requiring Telcos to block content under s313 obligations.



Key Challenges

Not to be 
“reckless”?!

Identification 
of some  

AVM content

When to 
unblock?

Compensati
on for 

blocking?
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Mandatory Data 
Breach Notification



Mandatory data breach notification

◼ Notification required for any unauthorised access, disclosure likely to 

result in serious harm.

◼ A duty to investigate within 30 days if unsure. 

◼ An ability to remediate if harm can be avoided by remediation.



Key Challenges

Serious 
harm is hard 

to assess

When is 
compensation 
remediation?

Is there a 
downside of 
notification?

Sometimes 
secondary

actions  
cause harm

Who notifies 
when 

multiple 
parties are 
involved?

Contracts 
don’t 

address 
disclosure/ 
cooperation



Questions



bakermckenzie.com

Baker & McKenzie, an Australian Partnership, is a member firm of Baker & McKenzie International, a global law firm with 

member law firms around the world.  In accordance with the common terminology used in professional service 

organisations, reference to a "partner" means a person who is a partner, or equivalent, in such a law firm.  Similarly, 

reference to an "office" means an office of any such law firm.  This may qualify as “Attorney Advertising” requiring notice 

in some jurisdictions.  Prior results do not guarantee a similar outcome.

© 2019 Baker & McKenzie

patrick.fair@bakermckenzie.com



CYBER
smart
safe

secure

AFTERNOON TEA

Please be back by 3:30pm
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The Cyber Ecosystem

Dr Lesley Seebeck
Chief Executive Officer at ANU Cyber Institute



cyber.anu.edu.au

The Cyber Ecosystem

Dr Lesley Seebeck

CEO

NOT FOR FURTHER DISTRIBUTION

NOT FOR FURTHER DISTRIBUTION
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Cyber: the real world view

18 September 2019Edit Header and Footer to include title 84
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Cyber: the unreconstructed view

18 September 2019The Cyber Ecosystem 85

Technology

BUSINESS

Business

TECHNOLOGY
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Intractability
Business/workaday
Process, governance, other people

Geopolitical
Strategic, economic, social/community

Online interactions
B2B, P2P, M2M, B2P

Digital environment
Because smartphones, cloud, data, tech stack 

Human

The Cyber Ecosystem
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Hunting for mice
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Scaffolding
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People

ProcessTechnology

Data

The Cyber Ecosystem
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Cyber Institute

Some patterns for the whole of system

• Build for the human

• Resilience

• Modular architecture

• Defence-in-depth

• Zero trust

• Don’t collect what you don’t 
need

• Absolute encryption

• People own their own data

18 September 2019 93The Cyber Ecosystem
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Futures
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Red queen/race 
conditions

Bifurcation
New internet?

Subordination

The Cyber Ecosystem



Cyber Institute

Cyber will determine 

our future.

We need 

interdisciplinary and  

business/academic  

research to generate 

new capabilities, 

energy and change.  

The best way to 

learn—and to test 

new ideas and 

technology.

Help build a unique 

education facility for 

our future.

The best shape the 

best.

Co-design, co-

develop and co-

deliver the cyber 

professional and 

capability eco-system.

Focus on the 

strategic, global 

problems

Direct ongoing access 

to policy-makers, 

advisers and 

operators

18 September 2019

Australia’s 

NATIONAL 

University

Developing 

people 

through 

innovative

education

Learning by 

doing in 

real-time 

operations

Shaping 

the future 

through 

research 

and 

innovation

NOT FOR FURTHER DISTRIBUTION

Building a trusted ecosystem
NOT FOR FURTHER DISTRIBUTION
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Cyber Institute

How can we help you?

Email cyber@anu.edu.au

18 September 2019 98NOT FOR FURTHER DISTRIBUTION
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We

PANEL DISCUSSION:
What can industry and government 

do better, to be prepared for the future 
of the cyber security landscape?

Panel members: 
Jamie Norton, Andrew Scully and Patrick Fair
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We

Update of the 
Australian Cyber Security Centre

Rachel Noble PSM
Head of Australian Cyber Security Centre (ACSC)
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Closing remarks

Damien Manuel
Board of Directors Chair at AISA
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